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Report on One-Day Guest lecture
On
Web Application Hacking

Event Type : One Day Guest lecture

Date : 28-03-2025
Time :6:30 PM to 8:30PM
Mode : Online
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Convener : Dr.D.Veeraiah, Professor and HOD of CSE
Coordinators : T N V S Praveen, Ch. Srinivasa Rao, M. Swathi
Target : VI-Sem Students (CSE)]

Total Number of students: 210

1. Objective:

The objective of this guest lecture was to provide participants with an in-depth understanding of
cryptographic vulnerabilities in web applications. The session focused on real-world security flaws,
cryptographic weaknesses, and best practices for securing web applications against cryptographic
attacks. Attendees were introduced to key concepts such as encryption algorithms, cryptanalysis
techniques, and security misconfigurations that could lead to cyber threats.

Goal:
The goal of this lecture was to equip attendees with practical knowledge on:

o ldentifying cryptographic flaws in web applications.

« Understanding attacks such as padding oracle attacks, broken encryption, and weak hash
functions.

« Implementing secure cryptographic practices to prevent exploitation.

« Learning about modern cryptographic standards and secure coding practices.

e Analyzing real-world case studies on cryptographic vulnerabilities.
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2. Outcome of the Event:
By the end of the lecture, participants were able to:

o Gain knowledge about cryptographic protocols and their weaknesses.

« ldentify cryptographic attacks such as hash collision attacks, key leakage, and SSL/TLS
vulnerabilities.

o Understand the role of cryptanalysis in breaking insecure cryptographic implementations.

o Learn best practices for implementing strong encryption in web applications.

e Analyze case studies of security breaches due to cryptographic failures.

3. Description of the event:

On 28-03-2025, the CSE department at LBRCE hosted an informative guest lecture on "Web
Application Hacking in Cryptography.” The session covered critical aspects of cryptographic
security in web applications and explored how attackers exploit cryptographic flaws.

Key Highlights of the Lecture:

1. Introduction to Cryptography in Web Applications:
o Overview of encryption techniques used in web security (AES, RSA, SHA, TLS,
etc.).
o Importance of cryptographic integrity and confidentiality.
2. Common Cryptographic Vulnerabilities:
o Weak encryption algorithms and their risks.
o Improper key management and its consequences.
o SSL/TLS misconfigurations leading to security breaches.
3. Cryptographic Attacks on Web Applications:
Padding Oracle Attacks — Exploiting padding scheme weaknesses in encryption.
Man-in-the-Middle (MITM) Attacks — Intercepting encrypted communication.
o Hash Collision Attacks — Breaking weak hash functions like MD5 and SHA-1.
o Key Leakage & Side-Channel Attacks — Extracting encryption keys using various
attack vectors.
4. Best Practices for Secure Cryptography in Web Applications:
o Using strong encryption standards (AES-256, RSA-4096, SHA-3, etc.).
o Proper implementation of SSL/TLS to prevent MITM attacks.
o Implementing secure key storage and management techniques.
o Regular security audits and cryptographic key rotation.
5. Real-World Case Studies:
o Analysis of high-profile cryptographic failures in web applications.
o Lessons learned from cyber attacks exploiting weak cryptographic implementations.
6. Future Trends in Cryptographic Security:
o Quantum cryptography and its impact on modern encryption.
o Advancements in homomorphism encryption and zero-knowledge proofs.
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4. Impact Analysis

The lecture significantly enhanced participants’ understanding of cryptographic security in web
applications. Students gained hands-on knowledge about cryptographic weaknesses and the
importance of secure implementation practices. The discussion on real-world cryptographic failures
provided insights into industry practices for securing web applications. Additionally, the session
inspired students to explore cyber security and cryptography as potential research and career paths.

5. Feedback and Suggestions

The lecture received positive feedback from attendees, who found the session highly insightful and
engaging. Participants appreciated the detailed explanations and practical examples provided by the
speaker. Many students expressed interest in attending further workshops on cryptography and
ethical hacking. The Q&A session was particularly engaging, allowing students to clarify doubts on
cryptographic security, modern encryption standards, and real-world hacking incidents.
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Top 10 Web Application Security Risks
There are three new categories, four categories with naming and scoping changes, and some consolidation in the Top 10 for Gode Repogtory E!
2021. repo m
= i Leaders

» AD1:2021-Broken Access Control
= A02:2021 Cryptographic Failures
o » A03:2021Injdetion
= (New) AD4:2021-Insecure Design

ure
AO4:2017-XML External Entities (XXE)

Andrew van der Stock

Brian Glas

705:2017-Broken Access Control - A0S:2021-Security Misconfiguration Neil Smithline

A06:2017-Security Misconfiguration 7 A06:2021-Vulnerable and Outdated Components Torsten Gigler

AD7:2017-Cross-Site Scripting (XSS) 4 AD7:20 and

ADB:2017-insecure Deserialization = (New) AD8:2021-Software and Data Integrity Failures

A09:2017-Using Companents with Known Vulnerabilties > A09:2021Security Logging and Monitoring Failures® m’ m |
A10:2017-insufficient Logging & Monitoring — (New) A10:2021-Server-Side Request Forgery (SSRF)* Upcoming OWASP Global Events

* From e Survey.

« A01:2021-Broken Access Control moves up from the fifth position; 94% of applications were tested for some form of
broken access control. The 34 Common Weakness Enumerations (CWEs) mapped to Broken Access Control had more
occurrences in applications than any other category.

« A02:2021-Cryptographic Failures shifts up one position to #2, previously known as Sensitive Data Exposure, which was

OWASP Global AppSec EU 2025
© May 26-30, 2025

OWASP Global AppSec USA 2025 - Washington
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broad symptom rather than a root cause. The renewed focus here is on failures related to cryptography which often leads S Wavanioe 31, 225
to d: PO system OWASP Giobal AppSec USA 2026 - San
« A03:2021-Injection slides down to the third position. 94% of the applications were tested for some form of injection, and Francisco, CA
the 33 CWEs mapped into this category have the second most in Cross-site Scripting is now o Nowmbec 26,2026 G
part of this category in this edition.
« AD4:2021-Insecure Design is a new category for 2021, with a focus on risks related to design flaws. If we genuinely want
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Conclusion:

The guest lecture on "Web Application Hacking in Cryptography" successfully provided
participants with an in-depth understanding of cryptographic vulnerabilities and security best
practices in web applications. The session bridged the gap between theoretical knowledge and real-

world cyber security applications, encouraging students to explore the domain of cryptographic
security further.
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