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(57) Abstract :

The data such as text, Image, and Video can be transmitted by the communication systems from one node to another node. While
transmitting the data, the security is utmost concern and is obtained by the Data Encryption and Data Decryption. The increased
Speed of Data transmission and the less utilization of power are the factors to be considered while designing the communication
system with VLSI Technology. The implementation of Advanced Encryption Standard (AES) on the Field Programmable Gate Array
(FPGA) is highly flexible and efficient method for high secured data encryption and decryption system. The implementation of
Modified AES on FPGA is having more number of transitions due to continuously receiving data and continuously transmitting the
data. The power consumption is more in implementation of Modified AES on FPGA, can be optimized and reduced with the Bit
Encryption and Decryption Transition Scheme. The present invention disclosed here is a Novel Method of Power Reduction in
Modified AES using Bit Encryption and Decryption Transition Scheme on FPGA comprising of: Data Input (201); Key Input (202);
BEDT Scheme (203); S-Box Generation (204); Row Shift (205); Steller Matrix (206); Inverse BEDT (207); Inverse S-Box (208);
Row Shift (209); Steller Matrix (210); Decrypted Data (211); reduces the power in modified Advanced Encryption Standard
implemented on FPGA. The present invention disclosed here reduces the power to 0.42mw for 325 flip flop pairs in the design. The
present invention is implemented on the Verilog HDL programming on the Virtex-5 FPGA Development Board.
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